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Executive Summary

1. Project Overview

Project Background

Calgary Public Library is working with KPMG to perform a Risk Management assessment, performing a gap
analysis to industry and government best practices for risk management and identifying recommendations
to close any gaps identified. This will include a review of the risk management responsibilities and processes
for the Board, Executive and Senior Management, a plan to address critical (Board level) risks and
recommendations to create employee buy in.

The gap analysis presented herein is based on a point in time review. The Executive Leadership Team has
commenced implementation of some of the recommendations presented. These are further detailed in
section 4 “Updated Observations”
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Executive Summary

1. Project Overview

Key Success Criteria
The Calgary Public Library Integrated Risk Management Guideline identifies several risk management
success criteria as follows.

Six Success Criteria:

Proactive

= Proactive approach Approach

= Corporate wide

= Systematic Corporate

: Corporate
- : . Phil h :
= [ntegrated into long term strategic and business ano'| ocstﬂ?u% Wide

= [nforms day to day decision making

= Supported by corporate philosophy and culture

CALGARY
PUBLIC
LIBRARY

Day to Day
Decision Systematic
Making

Integrated
with
Planning
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Executive Summary

1. Project Overview

Key Scope Areas:

Risk Management Framework Gap Analysis

Risk Management Responsibilities and Processes

Risk Assessment and Risk Register

Board Level Risks and CICA Responses

Risk Reporting and Monitoring

Alignment with the City of Calgary’'s Integrated Risk Management Framework
Employee Engagement

N o oA W N =
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Executive Summary

1. Risk Maturity Continuum

Risk Maturity Continuum
ERM is not a “One Size Fits All"” approach. The key is to determine the degree of maturity that is right
for each organization

Framework Element

BASIC
Remain in Compliance

MATURE
A Management Process

ADVANCED
A Strategic Tool

Risk Governance

Risk Assessment

Risk Quantification
and Aggregation

Risk Monitoring
and Reporting

Risk and Control
Enhancement

A central Risk Management Policy
exists to support external needs

A risk management structure with clear
accountabilities exists to support risk
management objectives

Risk management accountability
integrated with performance
management

Annual risk assessment with
limited analysis and interpretation

Frequent risk assessments and analysis
in-line with normal management reporting;
minimum annual formal risk assessment
for the organization as a whole

Risk and control activities embedded in
business processes

Quantification of selected risks

Quantification of operational risk;
advanced quantification of selected risks

Entity-wide aggregation across all risk
areas

Business risk reporting designed
to support external needs

Comprehensive reporting to the GCT
Audit Committee and Board on current
and future risks

Alignment of risk reporting to provide a
single wide-ranging view of risk

Fewer surprises through management
of key risks

Greater stakeholder confidence and
improved risk mitigation strategies
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evaluation and approved budget use




Executive Summary

1. Risk Maturity Continuum

Risk Maturity Continuum
Organizations get to decide how far along the maturity continuum they want to progress, and at what
rate, depending upon their risk management goals and objectives:

KPMG Risk Maturity Continuum
+ Today
Mature

Basic AM t
" : anagemen
Target based on Remain in Compliance 9
success criteria Process

h Corporate Philosophy
|
— O

Advanced

A Strategic Tool

— Day to Day Decision

Risk Quantification and * Corporate Wide
Aggregation %

Corporate Wide &
Systematic

Risk and Control o Intc_agrateg With_
Optimization anning & rolact|ve
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Leading Practice Analysis

2.i. Risk Management Framework Gap Analysis

Leading practice organizations develop a Risk Management Framework that aligns with the Strategic Objectives of the
organization and that includes the following elements: Risk Governance, Risk Assessment, Risk Quantification and
Aggregation, Risk Monitoring and Reporting and Risk & Control Optimization.

Theme #1 Risk Management Framework

®m |Impact categories do not include specific or measurable impact thresholds.

® Impact categories as defined may be too broad resulting in difficulty assessing specific
iImpacts to the organization.

m Risk tolerances are not specific or measurable.
m Define specific and measurable impacts (“Critical,” “High" “Medium’ “Low’,
“Negligible”) for each impact category and include a 5 level rating system.

m |f a measureable and specific impact cannot be define, consider re-defining the impact
category.

m Define specific risk tolerances.
m Ease of consistent application and risk assessment across the organization and
improved differentiation between impact categories.

® |mpact categories align with strategic objectives and can be clearly communicated and
understood by the organization.

m Board risk tolerances are well understood which may facilitate executive decision
making, accountability and defined process for reporting and escalation of risk events.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 10
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Leading Practice Analysis

2.i. Risk Management Framework Gap Analysis

Developing a Risk Management Framework

that Aligns with Strategy CPLs mission, vision and

objectives.

An effective enterprise level
risk assessment ties risks to
the strategic objectives of the
organization through risk
Impact categories.

Risk impact categories Business Drivers
describe how the impact of a
risk event could affect
achievement of a specific
strategic goal.

Support CPLs
achievement of its
Business Strategy

The grouping of risks with similar
characteristics. The characteristics used
to define risk categories reflect the
organization’s business model, industry
or other factors that drive risk within the
organization.

Risk Impact
Categories

Level 1 Risks Highest level risk bucket
used to group risks
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Leading Practice Analysis

2.i. Risk Management Framework Gap Analysis

How well do Impact Categories tie

to Strategic Objectives?
Vibrant Heart -

of a Great
City
Strategic Directions are currently
being updated by the Board,
Executive Leadership Team and
organization.

Strategic
Transform- Building Directions

Upon review by the ing Service [ Connecting| Capacity

Executive Renewing
Leadership Team, the Heart
impact categories
have been replaced

with Strategic, Clmpact
Financial, ategory
Operational and Alignment
Safety & Security. with Service Openness Workplace | Reputation | Financial
Partners Delivery and Access
_ _ _ _ Level 1 Risks
Examples: Compliance and Legal, Public Trust/Relevance, Mandate, Financial,
Operational, Economic, Information and Communication, Technology, Workplace
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Leading Practice Analysis

2.i. Risk Management Framework Gap Analysis

Alignment of Strategic Directions with Impact Categories
, , STRATEGIC DIRECTIONS
m Alignment with Funders, Partners and Customers to

ensure we continue to be a visible symbol of democracy, a FElallEs e saes e B (USeel sl
community builder, connector and gathering place THE HEART SERVICE  § COMMUNITY § CAPACITY
m Service DeIivery,.including supporting learning and New Central - Everywhere
growth at every life stage Library
m Ensuring openness and universal access
_ o A Community Leverage
m Strengthening the workplace = Laying a .50 | Opportunity
. - Foundation
= Reputation (D) g
) ) ; S i Sustainable
m Financial T Second Choices
Century
ol Governance
SEEE Matters

An Inspired
and Delighted Engaged A Resilient

Inspiring Customers Citizenry Organization
Catalyst

OUTCOMES

*Upon review by the Executive Leadership Team, impact
categories have been replaced with Strategic, Financial,
Operational and Safety & Security.
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Leading Practice Analysis

2.ii. Risk Management Responsibilities and Processes

Leading risk management programs have clearly defined risk management roles and responsibilities and accountabilities
to facilitate ownership of work, alignment to common risk management objective(s), individual performance
measurement, encourage collaboration, reduce inefficiency and enhance training.

Theme #2 Roles and Responsibilities

Sl aelsaendei . m Board risk tolerances are not specific or measurable.
m Risk management responsibilities are not specific.

m Lack of process to communicate risk responsibilities and risk tolerances to employees.

Suggested m Document Board level thresholds for escalation and reporting.

Improvements m Define a delegation of authority that clarifies risk management accountabilities.

® Annual Risk Management Policy review with all employees.

Anticipated Potential m Board risk tolerances are well understood which may facilitate executive decision
Benefits making, accountability and defined process for reporting and escalation of risk events.

® Improved risk management accountability at all levels of the organization.

® |Improved buy in and engagement through better alignment with strategic objectives.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 15
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Leading Practice Analysis

2.ii. Risk Management Responsibilities and Processes

Risk Management Roles

The following pages describe risk management roles and responsibilities for the Board (as represented
through the Board Audit Committee), Executive Leadership Team and Risk Management Committee.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 16
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Leading Practice Analysis

2.ii. Risk Management Responsibilities and Processes

Leading Practice Governance Structure
A key decision with regards to IRM process is determining the ownership and oversight of the IRM process.

Oversight Roles and Responsibilities

Risk Management Oversight e ;
Board ' Oversees enterprise risk and strategy 3
. of the organization 3
Sl .AUd't - Oversees risk content
Committee
Risk Policy Approval

e Review and approve material

- changes in Risk Management Policy / Framework
i- Delegate as appropriate to Risk Management
Policy Development - Committee . .
CFO ® Allocate the proper financial resources

}- Allocate proper human resources and capital

lllustrative Risk Management  Manage exceptions to the Risk Management Policy
Committee - of a material nature ‘

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

: : Human
lerary SerVICeS 77777777 iew material risk management ‘
SSONICES * Review material risk management :

activities and compliance with procedures and

Strategic Public Relati Policy Monitoring | controls.
Services SREEREEEONS Legal ® Escalate to the CEO per the escalation process in

the Risk Management Policy

: 0 Bring forward new risk management
Controller [Pforr]maltlon - process and accountabilities 3
ecnnology ® Collaborate on new risk management initiatives and |

. present to the CEO
® Assign Risk Owners
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Leading Practice Analysis

2.1ii. Risk Assessment and Risk Register

Leading risk management programs use risk registers at all levels of the organization to document risks, risk assessment
and risk mitigation activities. Those risks that meet the criteria for inclusion into an Enterprise risk register are aggregated
onto an Enterprise risk register for management and Board reporting and monitoring.

Theme #3 Risk Register

m Calgary Public Library has an enterprise level risk register that links inherent risks to the
strategic impact categories identified. The strategic impact categories identified may be
difficult to tie back to the strategic directions of the organization.

m Risk Register impact category definitions and thresholds may not have the detail
required to facilitate consistent understanding and application across the organization.

m Mitigation activities may not refer to specific action plans, policies or processes.
m Perform a review of impact categories to ensure they can be easily linked back to the

strategic directions of the organization and perform a risk assessment for both inherent
and residual risk.

m |dentify and define 5 impact thresholds for each impact category.

m Refer to specific actions in the mitigation plans and identify risk owners for each action.

m Ease of adoption across the organization as personal interpretation of impact thresholds
is removed and improved differentiation between impact levels.

m Assessment of residual risk to identify strength of mitigation processes.

m Risk owners understand the specific actions and processes for which they are
responsible.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 19
Cooperative (“‘KPMG International”), a Swiss entity. All rights reserved.



KPMG)

cutting through complexity

2. Leading Practice Analysis

iv.) Board Level Risks and CICA
Responses

AC2014-0409
Attachment 4
ISC: CONFIDENTIAL



Leading Practice Analysis

2.iv. Board Level Risks and CICA Responses

The Canadian Institute of Chartered Accountants (CICA) has defined a list of “20 Questions Directors Should Ask about
Risk” The Calgary Public Library Board Audit Committee was presented with management answers to these questions in
the October 23, 2013 Audit Committee Meeting.

Theme #4 Board Risks

m Board and senior management risk management accountabilities are not defined in
specific or actionable terms.

®m |[RM Framework implementation is scheduled for 2014.
m Board has focused largely on financial risk to date (per Board member responses to the
CICA questions).

m Defined risk management responsibilities through a Delegation of Authority, Board risk
tolerances and guidance from the Board on what is viewed as a critical risk will
strengthen the IRM framework.

m Board discussion on risk tolerances and identification of critical risks in addition to
Financial risk.

m Senior management and Board aligned with respect to risk management
accountabilities. This will facilitate annual CEO performance reviews.

m Board alignment with respect to acceptable risk for Calgary Public Library and alignment
on critical risks that may require frequent discussion and review by the Board.
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Leading Practice Analysis

2.v. Risk Reporting and Monitoring

Risk reporting is a motivator for management to demonstrate progress with regard to risk-related action and is an effective
way of enabling risk governance. Risk reporting is used to track the status of risks, activities / controls, mitigations, and
losses. Risk reports expedite the flow of critical information and decision making.

Risks rarely remain static, so it is imperative that the risk owner arranges for a deliberate or formal review of risk trends to
be performed. This may include an independent study of a key risk, whereby the circumstances, potential root causes, and
key assumptions of a risk are reevaluated to understand where there has been change.

Theme #5 Risk Reporting and Monitoring

m Process yet to be defined for regularly scheduled risk assessments.

m Process yet to be defined for reporting and escalating newly identified risk and risk
incidents to Executive Leadership Team and Board Audit Committee.

m Escalation protocols based on the severity of the risk incident yet to be defined.

m Establish a process for incorporating risk management activities into day to day
operations, such as regular risk assessments and risk discussions in already established
communication forums.

m Establish a process including defined escalation thresholds based on the severity of the
risk for reporting and escalating newly identified risks and risk incidents.
m Employee engagement through regular workshops.

m Employee confidence when reporting and escalating risks as a result of a
predetermined process.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 23
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Leading Practice Analysis
2.vi. Alignment with the City of Calgary’s Integrated Risk Management

Framework

The Calgary Public Library has aligned its risk management framework with the City of Calgary’s Risk Management Policy
and Integrated Risk Management Framework. This includes mentorship by the City of Calgary in developing risk factors and
in formalizing risk management processes.

Theme #6 Alignment with the City of Calgary’s Integrated Risk Management Framework

m The Calgary Public Library IRM framework and terminology adopted from the City of
Calgary IRM.

m The accountabilities and risk tolerances defined in the Calgary Public Library IRM align
with those as outlined in the City of Calgary IRM.

m The impact categories defined by the Calgary Public Library are unique to the strategic
plan of The Library.

m The City of Calgary IRM framework provides the basis for establishing a common risk
terminology and Basic framework between the City of Calgary and the Calgary Public
Library. Calgary Public Library can strengthen and customize the framework in the area
of specific accountabilities, specific risk tolerances and specific risk thresholds that align
with the unique strategies of The Library.

m A custom framework that provides relevant risk management information to support the
unique challenges and opportunities faced by CPL.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 25
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Leading Practice Analysis

2.vii. Employee Engagement

Risk Management is the responsibility of all employees. Creating an awareness of the specific Risk Management
processes, terminology and importance in achieving strategic goals is critical to success. Employee engagement and buy in
the result of formal training, creating an open dialogue and risk management culture and through the implementation of a
simple and effective plan.

Theme #7 Employee Engagement

m Risk Management Training programs have not yet been developed and Training has not
yet been rolled out to Calgary Public Library employees.

m Executive Leadership Team is educated in Risk Assessment and has aligned its program
to the City of Calgary’s Integrated Risk Management Plan.

m Develop formal Risk Management training programs that leverage the training and
education materials developed by the City of Calgary. Focus on a common
understanding of terminology, importance in achievement of strategic objectives and
focus on employee engagement for success.

m Participate in City of Calgary enterprise risk management training to further align
employee understanding and common terminology.

m More specific definition of risk impact categories, action plans and risk owners.

m Employee engagement and accountability.
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Leading Practice Analysis

3. Next Steps

Questions to Facilitate a Risk Assessment Discussion

= How acceptable is the level of risk compared to Board tolerance limits?
=  Who are the risk owners?

=  What level of quality of information do we have about the risk?
=  Could this risk affect stakeholders?

=  What s the likely financial impact of a risk event?

=  Which business objective would be affected by a risk event?

= How would a risk event impact on value creation?

=  How does the risk impair performance?

=  Whatis the risk’'s impact on strategy?

=  Which business process generates the risk?

=  What should we report to the Board and when?

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 29
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Leading Practice Analysis

3. Next Steps

Governance
= Define Board risk tolerances and impact thresholds for each Impact Category.

= |Implement quarterly reporting to the Board as well as a process for immediate escalation of risks
outside Board tolerances.

= Allocate appropriate resources that aligns with the level of risk management maturity desired.
Process
= Further delegate and assign risk ownership as required to Responsibility Unit managers.

= Define detailed Risk treatment plans with reference to specific mitigation policy, process or for highest
risks.

= |mplement a risk reporting tool for all enterprise level risks and Responsibility Unit risks.
People

=  Perform risk management training of Responsibility Unit leaders and staff.

= Develop IRM user reference material for Responsibility Unit level risk management activities.

= Conduct an Executive Leadership Team high level risk assessment at the enterprise level followed by a
functional risk assessment one department at a time.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 30
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Leading Practice Analysis

4. Updated Observations (March 12, 2014)

Governance

= The Executive Leadership Team will present the top enterprise risks and four revised risk impact
categories to the Board Audit Committee on March 24, The risks were identified through an Executive
Leadership Team risk assessment and review of Board identified risks.

= Board to define desired risk maturity and compliance reporting requirements.

Process

=  Executive Leadership Team has updated the IRM risk register as follows to align with KPMG
recommendations:

=  Executive Leadership team has identified the top 4 risk categories and associated specific risks
to each risk category.

= Risk register has been updated to include both inherent and residual risk.
=  Specific risk mitigation action plans and owners have been identified.

= Risk ownership has been delegated to specific Responsibility Units and Committees.

© 2013 KPMG LLP, a Canadian limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International 32
Cooperative (“‘KPMG International”), a Swiss entity. All rights reserved.



cutting through complexity

The information contained herein is of a general nature and is
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and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it will
continue to be accurate in the future. No one should act on
such information without appropriate professional advice after
a thorough examination of the particular situation.
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