PeopleSoft FSCM Access Scorecard Summary (May and August 2021)
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Snapshot Dates

8/12/21 snapshot

5/16/21 snapshot

Observation

Status

Observation
addressed / no
action was
required.

Lower risk
opportunity for
improvement. Not
currently addressed.

Higher risk
observation. Not
currently
addressed.

Overview
e Results of FSCM access testing as at 5/16 and 8/12.

User Access Provisioning

Terminated Employees with Enabled
User Accounts
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Users that retain an active user account 90+ days after
termination.
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Non-System Accounts Without
Employee ID

Human user accounts (excluding system ids) that are not
associated with an employee or contingent worker record
in the human resources system.

Users With Access Entitlements Exceeding Job Requirements

Privileged Technical Access
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Access within AP Team

* Voucher access includes multiple settings

Scope of detailed entitlements testing was privileged technical access (including administrator accounts and system utilities) and Accounts Payable (AP).
Testing approach compared user access to higher risk entitlements against rules defining jobs and teams that needed the access.

Administration proactively remediated all observations where assigned access entitlements exceeded job requirements.

Going forward an opportunity exists for Administration to improve access assignment consistency by reducing use of modelling for access provisioning.

4,480 FSCM User Accounts

Role Combinations in Use
Indicator of security model complexity and access
assignment consistency

Average of two combinations of access for users in
same team with same job title.

200 300 400 500
Number of Role Combinationsin Use

600 700

(=]

100

Example role combination calculation. Three PeopleSoft users:
e User 1 has roles A&B, ¢ User 2 has role C, ® User 3 has roles B&A.
Results in two role combinations.
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